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PROGRAMME OVERVIEW

In today's regulated, digitally connected insurance
ecosystem, vendors are no longer peripheral providers; they
are trusted partners who access, process, and store sensitive
customer, business, and operational data. Their role is critical
to keeping insurers safe and preserving policyholder trust.

This one-day programme helps vendor companies serving
insurers understand that cybersecurity and data protection
are shared responsibilities — maintaining strong controls,
handling data responsibly, responding quickly to incidents,
and supporting insurers under Bank Negara Malaysia's RMIT
framework and the PDPA.

“ Vendors are an important line of
defence in protecting insurers
data and business continuity. ,,




PROGRAMME HIGHLIGHTS

e Vendor as a Key Line of Defence
Emphasising vendors' direct role in protecting insurers’
systems, customer data, and business continuity

e Regulatory & Compliance Insights
Practical sharing on PDPA obligations, with a focus on
vendor responsibilities when handling personal data

e Industry Best Practices
Practical approaches to vendor governance, data
protection controls, access management, and secure
handling of insurer data

e Cybersecurity in Action
Practical discussion on incident response, escalation, and
joint recovery between vendors and insurance companies

e Insights from Industry Experts
Sessions led by regulators, insurers, and cybersecurity
practitioners sharing real-world industry experience
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LEARNING OUTCOME

Vendor Role Awareness:

Recognise vendors' critical role in safeguarding
insurance companies’ systems, customer data, and
operational resilience.

Risk Understanding:

Develop a clear understanding of cyber and data
protection risks within vendor and third-party
ecosystems.

Secure Behaviour:

Apply good cybersecurity practices and responsible
user behaviour when accessing, processing, or
mManaging insurer data.

Regulatory Compliance:
Understand PDPA requirements, RMIT expectations,
and the importance of strong vendor governance
and compliance controls.

Incident Response:

Strengthen capability to report, escalate, and
support incident response in the event of a cyber
attack or data breach.




PROGRAMME OUTLINE

Time —Detsie T Speaer

08:00 am
09:00 am

09:15am

10:00 am
10:15am

11:00 am

12:00pm
01:30pm

02:30pm

03:30 pm
03:45pm

04:45 pm

05:00 pm

Arrival & Registration

Opening & Context Setting

Why vendors are critical to protecting insurers and
policyholders, and how outsourcing, digitalisation
and third-party access increase exposure.

Cybersecurity Awareness: Vendor Risk & Data
Protection

Today's cyber threat landscape and how vendor
weaknesses expose insurers to breaches,
ransomware, phishing and disruption, with real-world
examples.

Morning Break

Vendor Responsibility & Secure Behaviour
Everyday secure actions: strong passwords, safe
email, device protection, access control, secure data
handling and prompt incident reporting.

PDPA & Regulatory Expectations

Key PDPA obligations for vendors and third-party
providers, and the legal, financial and reputational
risks of non-compliance.

Lunch

Insurer’s Compliance Expectations: What Vendors
Need to Know

Offers insights into what insurers expect from their
vendors in areas such as compliance, data protection,
due diligence, audit readiness, and incident
reporting.

Industry Best Practice: Vendor Data Governance

Data classification, access control, limiting access to
authorised personnel, and the evidence insurers seek
during vendor risk assessments.

Afternoon Break

Vendor Compliance & Incident Response

How insurers assess vendor readiness, plus timely
notification, escalation, cooperation, crisis
management and recovery aligned to agreements.

Key Takeaways
Recaps Key lessons and practical actions to
strengthen vendor cybersecurity and compliance.
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WHO SHOULD ATTEND

Vendor personnel who support insurance companies and
May access, process, store, transmit, or manage insurer and
customer data, including:

« HRTeam

* Operations team

* Salesteam handling customer data

« |T team

« Data Protection Officers (DPOs)

PROGRAMME FEE

Aii Member Non - Member

Fee
(Registration closing Date: RM 800 RM 960

6 October 2026)

Note:
Fee is inclusive of 8% SST

To register, please log in to https://aii4u.org/ilms/

CHEW HOCK TEONG (For HRDF Trainer)
HRD grant approval due date: 7 October 2026

Training Programme No:
10001732941



https://aii4u.org/ilms/user/login

SPEAKER PROFILE

SHAUN TAN TEE JIN

Technology Trainer o o
InfiniteX Sdn Bhd 2% intinitex

L Shaun Tan is a seasoned technology trainer
' ’ and business manager with over a decade of
experience in the tech industry. Since 2021, he
< has been actively delivering Cybersecurity
Awareness Training programmes to
organizations,  creating engaging and
effective learning experiences.

As a Certified Information Security Awareness Manager (CISAM), Shaun
brings a unique blend of business acumen and cybersecurity
awareness expertise. His approach is distinctly non-technical, making
complex concepts accessible and relatable to everyday users. Known
for his energetic, layman-friendly delivery style, he helps organizations
foster a culture of security. With a background in Marketing and
Business Development, he aligns cybersecurity practices with business

goals, empowering users to make smarter, safer decisions.

MOHAMAD AZRUL AZMI
Deputy Director
Personal Data Protection Department (JPDP)

Mohamad Azrul Azmi is the Deputy Director
of the Personal Data Protection Department
(JPDP) under the Ministry of Digital.

He has extensive experience in personal data protection, regulatory
compliance, enforcement, and stakeholder engagement. Throughout
his career, he has played an active role in strengthening data
protection practices, promoting compliance with Malaysia's Personal
Data Protection Act (PDPA), and fostering collaboration between
regulators and industry stakeholders. Prior to joining JPDP, he served in
strategic communications roles within government agencies.

Mohamad Azrul is a frequent speaker on data protection, privacy, and

digital trust, bringing valuable insights from both regulatory and
practical perspectives.



SPEAKER PROFILE

SENTHIL WOON WAI KEONG
Chief Compliance Officer .
Manulife Insurance Berhad ||| Manulife

Senthil Woon Wai Keong is the Chief
Compliance Officer and Data Protection
Officer at Manulife Insurance Berhad, leading
| > / compliance and regulatory affairs for the life
\ f insurance segment in Malaysia since 2022.

With over 25 years of experience, he previously served as Group
General Counsel at Etiga International Holdings Sdn. Bhd., overseeing
legal and governance functions.

Senthil began his career in 1997 with AIA Malaysia and has held various
roles in multinational insurance firms. He holds a Bachelor of Laws
(LL.B. Hons) from the University of Malaya, is a qualified Advocate &
Solicitor of the High Court of Malaya, and holds multiple certifications
in insurance and compliance (FLMI, ACS, ARA-LOMA, ICS AML Int Adv
Cert).

MOHD NAIM MOHD ARSAD
Chief Risk Officer .
Manulife Insurance Berhad ||| Manulife

Mohd Naim bin Mohd Arsad is the Chief Risk
Officer of Manulife Insurance Berhad,
overseeing enterprise risk management and
providing independent oversight across
strategic, financial, insurance, operational,
technology and cyber risks.

He has over 14 years of experience in the insurance and reinsurance
industry, with expertise in risk management, regulatory compliance,
capital management, actuarial science, business resilience and
technology governance.

Naim has led key initiatives in risk governance, stress testing, ICAAP,
climate risk management, business continuity planning and
operational resilience. He holds a Master of Science in Applied Actuarial
Science from the University of Kent, United Kingdom.



SPEAKER PROFILE
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SAMSON LIEW ZYUN FUNG e/
Chief Risk Officer BERJAYA SOMPO
Berjaya Sompo Insurance Berhad INSURANCE

Samson Liew Zyun Fung is the Chief Risk
Officer of Berjaya Sompo Insurance Berhad,
with over 15 years of experience in enterprise
risk ~management, insurance, actuarial
services, and financial regulation.

His expertise includes enterprise, financial, operational, climate, and
cyber & technology risk management, as well as regulatory compliance
and risk governance.

Prior to joining Berjaya Sompo, he held risk management, actuarial,
and regulatory roles with leading organisations including AlA, Generali,
Tokio Marine, Hong Leong Assurance, and Bank Negara Malaysia.

SATHISH BHARATHIDHASAN
Chief Information Security Officer .
Allianz Malaysia Berhad Allianz ()

Sathish  Bharathidhasan is the  Chief
Information Security Officer at Allianz Malaysia
Berhad, where he leads the Group Technology
Risk function for one of Malaysia's leading
general and life insurers.

A qualified cybersecurity professional, Sathish brings versatile
experience across the three lines of defence within financial
institutions and consulting firms.

His expertise spans cybersecurity governance, technology risk
mManagement, regulatory expectations, and practical risk controls. He is
also an artificial intelligence enthusiast with a strong interest in
emerging technology risks and preparing organisations for a post-

guantum future.



FUTURE SKILLS FRAMEWORK

19 Prime SKkills
5 Power Skills
Proficiency Level: Novice

FUTURE SKILLS FRAMEWORK
MALAYSIA

Skills Developed by Attending this Programme

Prime Skills

Digital and Data 1. Data Governance
Integration 2. Data Protection

3. Security Monitoring

4. Threat Intelligence and Management
Growth & Disruption Management

Partnerships

SENES

Global Perspectives

Scenario Planning and Analysis

Risk Management,
Governance and
Regulatory
Compliance

"

Artificial Intelligence, Ethics 6.
and System Governance

Business Continuity
Management
Business Continuity
Planning

Crisis and Disaster Recovery

Management
Enterprise Risk
Management

Monitoring and

Surveillance

7. Operational Risk
Management

8. Regulatory Compliance

9. Risk Governance

10. Risk Management

1. Technology Risk

Management

Procurement
Management

Contract and Vendor Management

Innovation &
Development

—

Power Skills

Adaptability and Resiliency

Critical Thinking
Problem-Solving

Social Intelligence

—

Collaboration
Communication




REGISTER NOW

Asian Institute of Insurance
197701004772 (35445-H),

Level 6, Bangunan AICB,

No. 10 Jalan Dato’ Onn,

50480 Kuala Lumpur, Malaysia

For further information, please contact:
Email: sales@aiiasia.org

WwWw.aiiasia.org



	Slide 1
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12: REGISTER NOW

